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Disinformation within Consumer-centric Grids
Social media has made it possible to manipulate the masses via disinformation and fake news at
an unprecedented scale. This phenomenon has garnered significant attention from the public and
scientists alike, e.g., see:

{ ”Fake news on Twitter during the 2016 U.S. presidential election”, Science, Jan 2019.
{ ”Disinformation campaigns are distorting global news”, Financial Times, Feb 2019.
{ ”Russia’s playbook for social media disinformation has gone global”, The New York Times, Jan

2019.
{ ”State department to take a step into the digital age in effort to counter disinformation”, The

Washington Post, Apr 2019.

The power of manipulating social behaviour through disinformation is particularly alarming
from a security perspective, as humans have proven to be one of the weakest links when protecting
critical infrastructure in general, and the power grid in particular. Surprisingly, the possibility of manip-
ulating social behaviour using disinformation to attack the power grid has not been considered to date,
despite the fact that the power grid is increasingly being used as a platform of conflict, e.g., see:

{ ”U.S. Escalates Online Attacks on Russia’s Power Grid”, The New York Times, Jun 2019.

In my current research, we consider an attack in which an adversary attempts to manipulate the
behaviour of energy consumers by sending fake discount notifications encouraging them to shift their
electricity consumption into the peak-demand period. We conducted surveys to assess the propensity
of people to follow-through on such notifications and forward them to their friends. This allowed us to
model how the disinformation propagates through social networks. Using Greater London as a case
study, we show that disinformation can be used to orchestrate an attack wherein unwitting consumers
synchronise their energy-usage patterns, resulting in blackouts on a city-scale.

While the literature on power grids focuses on the advantages of increasing the active consumer
engagement and coordinating their consumption patterns, we demonstrated that such engagement
makes the grid more vulnerable to behaviour manipulation attacks. In particular, we showed how
an adversary can use disinformation to manipulate the behaviour of energy consumers by sending
them fake notifications that encourage them to shift their energy usage into the peak demand period.
Our surveys showed that people are willing to not only follow-through on such notifications, but also
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forward them to their friends, thereby amplifying the attack. This is partly attributed to the fact that
such notifications, unlike those used in spam and phishing attacks, do not include any external links
in the message. We quantified the impact of such an attack on a city-scale, taking Greater London
(see Fig. 1) as an example and considering the projected EV (electric vehicle) adoption levels in the
city. These findings demonstrate that in an era when disinformation can be weaponised, system
vulnerabilities arise not only from the hardware and software of critical infrastructure, but
also from the behaviour of the consumers.
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Fig. 1. Impact of an attack on the power distribution network of Greater London. (A) The percentage
of consumers suffering from a blackout as a result of the attack given different follow-through rates
and EV adoption rates. The figure also highlights the columns corresponding to projected EV adoption
rates for the UK in the years 2020, 2030, 2040, and 2050. (B) Visualization of the status of every
power distribution line in the system for a follow-through and EV adoption rates of 0.17 and 0.20,
respectively. Grey indicates active lines, whereas red indicates lines that have tripped as a result of
overloading. (C) The same as (B), but for follow-through and EV adoption rates of 0.12 and 0.20,
respectively.

The next step is to validate the import of such a threat in reality using field experiments. Possible
candidates on whom such disinformation could be tested on are the winners of the NY Prize, which
is a recently-held competition on developing community microgrids in the state of New York, USA.
Leveraging my prior expertise in power instrumentation, the plan is to install smart meters and monitor



the consumption of a set of households over a period of months to a year. Such an extended time
frame allows us to study the impact of seasonal influences on consumer behaviour, which is currently
missing in the research.

This research contributes to revising the existing energy policies to better suit an era of
disinformation attacks. In particular, we show that policymakers need to plan effective mitigation
strategies to address the vulnerability highlighted in this research. For instance, after the fake notifica-
tions are sent out and before a blackout happens, law enforcement and other governmental agencies
have a window of opportunity to act, e.g., by broadcasting notices on local TV stations to warn the
general public of the attack. In our scenario, to allow for the fake notification to propagate in the
social network, the attacker was assumed to send the notification a few hours before the peak demand
period, which is the time available for the authorities to act. However, if the fake notifications are
sent out to a sufficiently large number of people to begin with, then the attacker need not rely on
propagation at all. This, in turn, allows the attacker to send the notifications only a few minutes before
the peak demand period, thereby reducing the authorities’ window of opportunity even further. As
such, it is critical that any such attacks are detected as soon as possible, and any proposed mitigation
strategy can be implemented at a short notice.

Resilience within Community Microgrids
A microgrid is defined by the U.S. Department of Energy as “a localised grid consisting of intercon-
nected loads and distributed energy resources (DER) with clearly defined electrical boundaries that
acts as a single, controllable entity with respect to the grid and can connect and disconnect from the
grid to enable it to operate in both grid-connected or island mode”. It is the key mechanism to realise
the notion of consumer empowerment and blackout resilience in the energy sector, e.g., see:

{ ”The Energy 202: This California mayor wants to decrease dependence on PG&E amid planned
blackouts”, Washington Post, Nov 2019.

{ ”More airports consider going off the grid as power outages ground flights”, CNBC, Nov 2019.
{ ”From Blockchain to Microgrids: Technologies That Will Revolutionise Energy”, Forbes, Jan 2019.

To date, there are many ongoing projects in transforming communities into microgrids, such as those
competed for the NY Prize in 2019. As more microgrids are being commissioned, their ability to
connect to the main grid and share power among each other raised new stability challenges. The
Achilles’ heel of a microgrid lies in the decentralised control framework, causing individual
microgrids to fight against each other during a grid disturbance. Therefore, the first step is
to investigate the stability properties of inverter-based microgrids by establishing the possible presence
of the so-called critical clusters — groups of microgrids with their control settings being close to
the stability boundary. For this, we consider the spectrum of the weighted admittance matrix of the
power grid, and proved that its distinct eigenvalues identify the microgrid clusters, whose structure
can also be revealed by the corresponding eigenvector. Furthermore, the maximum eigenvalue of the
weighted admittance matrix is associated with the cluster closest to the stability boundary. This theory
establishes the concept that the eigenvalue of the weighted admittance matrix is bounded, enabling



the overall stability of the power grid to be determined. More importantly, the research contributes to
providing a tool for certifying the stability of a power grid consisting of microgrids, and critical clusters
with their control settings closest to the stability boundary.

From the formulated stability theory, the dynamics of power lines are found to be a destabilising
variable that plays a crucial role in the stability of interconnected microgrids. Hence, a conclusive
study is presented on the mitigation of the destabilising effects of line dynamics on the stability of
droop-controlled microgrids. Most prior publications have either neglected the effect of line dynamics,
or else studied it in conjunction with cross-coupling, another destabilising effect. Here, we theorised
that line dynamics can be treated as an independent destabilising effect vis-à-vis cross-coupling. In
particular, distribution system lag is identified as the sole element needed to be compensated for
guaranteeing stability in purely decoupled systems. A formula-based compensator design is then
proposed that is independent of the droop gains and system topology. The proposed design is agnostic
towards the type of droop control used and therefore promises broad applicability. The proposal
demands no hardware modifications to existing systems, nor does it require empirical or real-time
tuning for continued stable operation after implementation.

The next step is to close the link between power engineering and behavioural science by
combining the research of disinformation attacks with microgrid stability. This is the key
element in today’s research in grid modernisation through consumer empowerment. More importantly,
the ongoing and future research contribute towards answering a more concerning question: Can
disinformation be weaponised to bring down critical infrastructures and serve as a poor man’s weapon
of societal destruction?
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